Aegify BA-Vendor Manager ™

THE NEED Effective, Scalable

Until today, healthcare organizations had no easy way to manage all IO C L BTGNS

their Business Associates (BAs) and Vendors. Those that don't have good + BA &Vendor RSC (Risk,
systems in place are at great risk for significant government fines and data Security and Compliance)
breaches. Compliance professionals face these two challenges: « BAA (BA Agreement) and HIPAA
« No integrated and automated management solution available to provide Report of Compliance (HROC)
proper HIPAA oversight ensuring all BAs and Vendors are compliant « Pre- or post-contract sanctions
« Multiple sanctions databases must be continuously monitored such as and exclusions checking
OIG exclusion database, SAM/GSA, State Medicaid exclusion, Dun and « Continuous monitoring
Bradsheet DB and OFAC lists
BA & VENDOR
OVERSIGHTS
COST FIGHT BACK
$750k BA _ .
RAI_EIGH UHTHUPAE'-;[C related fine, $750,000, With Aegify BA-Vendor Manager,
April 2016 $1,550,000, you’[[ eag][y;

or more
« Diagnose security

vulnerabilities and compliance
liabilities due to your BAs and
Vendors

$1.55mm BA related
fine, March 2016

"HIPAA’s obligation on covered entities to obtain business associate
agreements is more than a mere check-the-box paperwork exercise.
It is critical for entities to know to whom they are handing PHI and
to obtain assurances that the information will be protected."

Receive easy instructions to
cure existing problems

Protect yourself against
future breaches with Aegify’s

- Jocelyn Samuels, Director, Office for Civil Rights (OCR) AlwaysOn™ BA and Vendor
monitoring tools
Pre-Contract Diagnosis & Cure Post-Contract Protection
« Enables pre-contract multiple sanctions screening for « Automated workflow for continuous oversight of all BAs
BAs and Vendors. Built in workflow using various lists and Vendors
and databases §u§h as, 0'9 exclusion database, SAM/ | a\1ows for continuous vendor sanction screening using
GSA, State Medicaid exclusions, Dun and Bradsheet 0IG exclusion database, SAM/GSA, State Medicaid
DB and OFAC lists exclusion, Dun and Bradsheet DB and OFAC lists

« Allows for configurable BA and Vendor assessment

. : « Allows for on-going BA and Vendor risk assessment
prior to contracting

« For BAs and Vendors working with PHI (Protected Health
Information), this tool allows for on-going continuous risk
assessment, which is a required HIPAA mandate.

« Allows for pre-contract BA and Vendor risk
assessment

« Once a BA or Vendor passes approval, allows for

contract conversion for on-going oversight ‘J’ aegify

DIAGNOSE | CURE | PROTECT



Diagnose | Cure | Protect

&/

Healthcare Risk, Security and Compliance Professionals:
Experience peace-of-mind at an affordable price. It’s time to discover Aegify BA-Vendor Manager.

UNIFIED

Risk, security & complian€

solution for covered entitje
business associates &

their vendors

ABOUT AEGIFY

YOUR PAIN POINTS FINALLY SOLVED

Aegify BA-Vendor Manager is a world’s first, completely
integrated and comprehensive solution to enable
continuous oversight of all BAs and Vendors. Until
now, the BA-Vendor risk, security and compliance
process has been manual and complicated.
Healthcare organizations must:

« Carefully scrutinize all new BAs and Vendors before
business is transacted or data is shared

+ Perform regular sanctions checks on all existing
BAs and Vendors to validate that they can continue
working for you

« Conduct BA-Vendor RSC assessments
« Continuous monitoring with complete audit trail
« Protect all PHI and maintain HIPAA compliance

Filling a significant market need, Aegify BA-Vendor
Manager is your one stop RSC solution.

Aegify has a comprehensive, integrated and unified Saa$S solution for Risk, Security and Compliance Management.
Aegify was awarded an innovative technology provider contract by Vizient in Oct 2015 (a subsidiary of VHA/UHC,
IT Contract #0130). This year, Aegify was nominated to the 2016 Cybersecurity 500 list of hottest Cybersecurity

companies to watch.
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